
Introduction
Paragon Risk Management Services is pleased 
to include an article by John Steele, Attorney 
at Law and Special Counsel to Paragon Risk 
Management Services which highlights some 
frightening scenarios for corporate law firms.

As always, we hope our Newsletter is of interest to you and we are keen to 
receive your feedback on these as well as your thoughts for future topics  
that you may like to see us address.
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We also include an article from our Preferred Service Provider, 
InOutsource, which details some of the trends in electronic 
records management within law firms and details methods for 
defending against common records management pitfalls.  

Robert	R.	Feagin,	III	

Special Counsel to Paragon  
Risk Management Services Ltd 

 

rfeagin@paragonbrokers.com 

(850) 766 0033

John	Steele	

Special Counsel to Paragon  
Risk Management Services Ltd 

 

john.steele@johnsteelelaw.com 

(650) 320 7662

James	Kalbassi	

Director 

 

 

jkalbassi@paragonbrokers.com 

(011) (44) 20 7280 8202

Nick	Lewin	

Director 

 

 

nlewin@paragonbrokers.com 

(011) (44) 20 7280 8231

Natasha	Watson	

Director 

 

 

nwatson@paragonbrokers.com 

(011) (44) 20 7280 8216

Paragon	Risk	Management	Services	Ltd,	140	Leadenhall	Street,	London	EC3V	4QT	England
T	+44(0)20	7280	8200			F	+44(0)20	7280	8270/8271			E	info@paragonbrokers.com	

1

Paragon	Services	is	dedicated	to	providing	our	clients	with	as	many	additional	resources	as	possible.		Throughout	our	travels	we	are	meeting	
with	all	types	of	law	firms	and	risk	management	specialists	and	we	constantly	hear	about	the	current	risk	management	issues	and	‘who’	is	
working	with	‘who’	to	resolve	these.		If	we	can	help	you	and	your	firm	with	any	risk	management	plans,	please	do	not	hesitate	to	contact	us.

These	articles	are	published	without	responsibility	on	the	part	of	the	
publishers	or	authors	for	any	loss	occasioned	by	any	person	acting	
or	refraining	from	action	as	a	result	of	any	views	expressed	therein.	
Effective	risk	management	advice	requires	detailed	knowledge	and	

analysis	 of	 firm	and/or	 practice	 area	 specific	 facts	 relating	 to	 the	
risk.	The	information	included	in	this	newsletter	cannot	and	does	not	
attempt	to	satisfy	this	requirement	for	any	of	its	readers.		

July 2012   ISSUE | 09

Paragon Services Newsletter



2

According	to	corporate	law	firms,	who	is	the	scariest	person	in	the	world?	Perhaps	it’s	the	bankruptcy	
trustee.	When	a	large	corporation	goes	under,	and	massive	amounts	of	equity	have	simply	vanished,	it	is	
the	trustee’s	job	to	point	the	finger	of	blame	at	everyone	who	is	close	to	the	catastrophe—including	the	
corporate	lawyers.	Even	worse,	because	the	trustee	stands	in	the	shoes	of	the	bankrupt	corporation,	the	
trustee	controls	the	attorney-client	privilege	and	can	disclose	the	otherwise	privileged	legal	documents	as	
part	of	an	effort	to	retain	a	plaintiff’s	lawyer	who	might	be	willing	to	sue	the	law	firm	that	did	the	corporate	work	
for	the	now	bankrupt	company.

The Monster under the  
Corporate Lawyer’s Bed    
by John Steele, Attorney at Law

The	Suit	by	the	Le-Nature	Trustee	

These scenarios aren’t just hypotheticals. In 
May 2012, an appellate court in Pennsylvania 
revived a $500 million suit by the bankruptcy 
trustee against a large US law firm. 2012 PA 
Super 102  (May 14, 2012). The suit followed on 
the heels of the bankruptcy of Le-Nature Inc. 
due to financial fraud, perpetrated by some of 
the company’s executives. When the company 
first became concerned about the financial 
fraud it endeavored to retain lawyers and 
accountants to look into the allegations.  The 
law firm that was retained believed it had ample 
documentation to prove that it represented only 
a special committee of the defunct company’s 
board of directors rather than the entity as a 
whole. If the representation was indeed that 
limited, the Trustee (standing in the shoes of the 
non-client entity) probably would not have been 
able to sue the firm and could not have 
controlled the attorney-client privilege.  But the 
board resolution that had permitted the special 
committee to hire a law firm to investigate the 
suspicious circumstances provided that the 
committee was supposed to hire a firm “on 
behalf of” the company. And the firm itself used 
a small snippet of ambiguous language about 
the identity its client in a letter the firm used to 
hire expert witnesses. The appellate court, which 
was perhaps motivated to find for the trustee so 
that it could redress the enormous fraud, 
reasoned that there were sufficient allegations 
that the law firm represented the company itself 
and could therefore be sued.

Before returning to the holding in the Le-Nature 
case, it might be helpful to look at some of the 
risk management issues arising when corporate 
lawyers represent entities that are nearly 
insolvent, before they plunge over the line into 
bankruptcy. It’s possible that some of the risks 
can’t be prevented.  But some can. Perhaps the 
most important step a firm can do is to discuss 
this issue in advance, so that at the outset of the 
representation the corporate lawyers working 

on the matter will raise the issue internally within 
the firm, will document their relationship with 
and properly identify the client, and will give 
appropriate advice to the client in a way that will 
confirm, even in hindsight, that the firm was 
doing the right thing.

 
Representing	the	Entity	or	a	Component	of	It

Hopefully, corporate lawyers are familiar with 
the basic ethics rules governing the 
representation of organizations. (Rule 1.13 of 
the ABA Model Rules of Professional Conduct 
sets forth the basic framework. But if the client is 
publicly traded, the Sarbanes Oxley Act will be 
important as well.)

When you represent an organization, it is the 
entity itself that is the client. Taking on any 
officer, director, employee, or other agent of the 
entity may create a conflict of interest. But it is 
also possible to represent certain organizational 
components of the entity itself. For example, a 
law firm can be retained to represent only a 
special committee of the Board of Directors. 
That is often the case when special problems 
arise for the company and the board of directors 
either has some conflicted members or it wishes 
to set up an independent committee to handle 
the difficult problems. Those special problems 
may include litigation that requires naming the 
members of the Board of Directors, or making 
allegations of financial fraud, or criminal and 
other serious charges against employees of the 
organization.

It is fairly common in those situations for law 
firms to step in and take a particular role 
representing a special committee. Of course, 
the engagement letter should quite specifically 
state the identity of the client. But that may not 
be enough. The engagement letter should also 
disclaim who is not the client. And if it weren’t 
clear before the recent Pennsylvania case, it’s 
more clear now:  a law firm directly retained by 
a special committee of the board of the directors 

should give written notice to the rest of the 
Board of Directors specifically identifying who is 
not the client (e.g., the corporate entity itself, the 
Board of Directors as a whole, and the 
individuals who are suspected of potentially 
engaging in crime or fraud).

It’s important that all the lawyers working on the 
matter be aware of the importance of accurately 
identifying the identity of the client (and of the 
non-clients). In the Le-Nature case, the law firm 
had done a good job of documenting client 
identity—and of disclaiming that the company 
itself was the client—in the retention letter. But, 
unfortunately, the firm used a small snippet of 
ambiguous language in the letter by which  
it retained forensic accountants - language 
suggesting that the client was the Le-Nature 
entity as a whole. The appellate court cited that 
snippet over and over again in the opinion 
reviving the suit against the firm.

 
The	Corporate	Lawyers	Who	Regularly	
Represented	the	Failed	Corporate	Entity.

We’ve been discussing lawyers retained to 
represent the special committee or to do a 
specific investigation following allegations of 
misconduct. But what about the day-to-day 
corporate lawyers who have been representing 
the entity? This is a very difficult, delicate issue. 
When a corporate client is inching towards 
financial trouble, it is typical for the corporate 
lawyers and the outside law firm to assist the 
client to do whatever they legally can to remain 
a going concern. This may mean assisting the 
company to engage in aggressive financial 
transactions that are intended to keep the 
company alive. Yet if the company eventually 
goes bankrupt, some of those transactions may 
look as if the company and its outside lawyers 
were simply engaged in slick maneuvering to 
conceal and only briefly forestall the inevitable. 
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It’s not fun to be judged in hindsight, but 
that’s what bankruptcy trustees do to law 
firms.

The law governing boards of directors can 
provide some guidance for the outside 
lawyers of companies in financial peril. 
[include a cf cite] At some point, the 
directors must look out for the interests of 
the creditors, shareholders, and other 
persons impacted by an impending 
financial collapse. The lawyers at the outside 
law firm can help the client (and protect 
themselves to some degree) by advising 
the board of directors in writing on those 
duties. Some of those duties are discussed 
in cases that deal with the rubric of 
“deepening insolvency.” It is beyond the 
scope of this article to delve into the 
intricacies of this law but it’s a topic that 
corporate lawyers need to understand.

What are some of the warning signs that a 
corporate attorney must look out for? First, 
the attorney needs to carefully gauge the 
emotional reaction of the business executives 
as the specter of bankruptcy looms. Have 
the executives adopted a “do whatever we 
can at any cost attitude”? Have they begun 
to ask the lawyers to document transactions 
that seem to have no business purpose 
other than to create the appearance of 
solvency? Or to assist in transactions that 
are planned to be undone shortly after they 
are entered into? Or to assist in transactions 
that otherwise seemed designed to conceal 
the financial state of the corporation? 

It’s not always easy to identify those 
scenarios and to maintain a proper 
intellectual distance from the client so as to 
fulfill the lawyer’s ethical duties of 
independence and objectivity without 
appearing to be disloyal to the client. A 
sense of “groupthink” can set in as the 
lawyers and the client join together to 
respond to the financial emergency. So, it 
would be helpful if the corporate lawyers 
involved in the day-to-day representation of 
the client were able to spot the warning 
signs and to speak candidly to other 
experienced lawyers within the firm, 
perhaps to the firm’s general counsel, about 
what the rules of professional responsibility 
expect of lawyers in those situations. 
Speaking to firm lawyers who are not 
dealing with the client on a day-to-day basis 
and are not psychologically caught up with 
the client’s problems can be a lifesaver.

Second, lawyers need to develop instincts 
(and trust those instincts) about clients who 
may be dishonest and when those instincts 
are triggered, to disengage from 
representation if the client refuses to follow 
the advice of the lawyer and/or fails to 
provide acceptable answers about 

suspected dishonest behavior. It’s been 
amazing to see how many good, decent 
lawyers have been doing legal work for all 
the Ponzi schemes that have exploded in 
the last several years. Were there warning 
signs along the way about the client’s 
dishonesty? 

Third, it would be terrific if the firm were 
able to spot potential problem clients at the 
outset and simply not commence an 
engagement with them. There are any 
number of databases which make 
information available about corporate 
histories. Once a law firm reaches a certain 
size, its client intake department can 
download that information for all proposed 
new clients.  And, of course, information 
learned by the firm in the ordinary due 
diligence that should be undertaken before 
the engagement is accepted may reveal 
red flags, such as an unusual history of 
changing law firms, or an obvious intent on 
the part of the prospective client to trade on 
the good reputation of the firm in providing 
credibility to the transaction in question.

 
The	Le-Nature	Case

I hope that we are not entering into an era 
where honest lawyers at reputable law 
firms have no real defenses when dishonest 
clients go belly-up. As we wait to see if the 
approach taken in the Le-Nature case 
becomes the norm, law firms must continue 
to rely up their traditional risk management 
defenses: careful client intake, intra-firm 
education on recurring risks, and partners 
who are sensitive to warning signs and who 
can discuss potential problems with 
experienced advisors in the firm and take 
appropriate action before it is too late for 
the firm to escape being drawn into the 
litigation and other pain and suffering that 
will result from the client’s bankruptcy and 
likely demise.

 

How Law Firms 
Can Better 
Manage Records 
and Information 
Management as a 
Service for Clients
By Eric Mosca, CRM, InOutsource

Records	 and	 information	 management	 is	 a	
fundamental	aspect	of	every	client	engagement.		
Clients	 are	 increasingly	 raising	 concerns	
regarding	the	security	and	confidentiality	of	the	
information	which	 they	 expect	 their	 counsel	 to	
maintain	 during	 and	 after	 representation.	 The	
rise	 of	 client	 concerns	 over	 data	 security	
parallels	 the	 increase	 of	 law	 firms	 marketing	
records	management,	data	hosting	and	records	
retention	as	important	aspects	of	their	service	to	
clients.	This	article	details	some	of	the	trends	in	
electronic	records	management	within	law	firms	
and	 details	 methods	 for	 defending	 against	
common	records	management	pitfalls.	 	 Instead	
of	focusing	on	the	details	of	external	regulations	
and	security	threats	facing	law	firms	this	article	
will	cover	general	record-keeping	best	practices	
applicable	 to	 protecting	 client	 confidentiality	
when	 transmitting	 and	 storing	 important	 client	
information,	 developing	 a	 consistent	 approach	
to	 records	 and	 information	 management,	 and	
communicating	these	standards	with	clients.	

Lawyers have long been responsible for 
safeguarding client property and protecting client 
confidentiality.  As the majority of client records 
migrate to a digital format, the risks inherent in 
managing information increase.  Law firms have 
recently been characterized as the “weak link” in the 
information management chain as part of news 
stories detailing hacking attempts to illicitly obtain 
valuable corporate information or disrupt large 
business transactions.  More than ever, clients are 
driving the discussion with potential and existing 
counsel around how their data will be secured.   
Attorneys that can articulate established policies for 
securing data, efficiently share information, and 
demonstrate the ability to secure client confidentiality 
are at a major advantage, and increasingly market 
these abilities as an important offering to clients.

An attorney or law firm’s responsibility for managing 
a client’s important information related to an 
engagement is nothing new.   
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While this might have evoked images of an 
attorney’s briefcase, an expanding file, or a fire-
proof cabinet in the past, it is far more likely 
today that we are talking about managing 
digital information. Clients increasingly maintain 
information electronically and savvy clients will 
want to transmit information this way due to 
cost savings, the efficiency of moving 
information quickly, and the benefits of working 
with searchable, native file types.  Law firms 
maintaining this data must implement controls 
when hosting this data for internal usage or 
when sharing with clients.  External regulations 
such as the Massachusetts Data Privacy Law, 
HIPAA/HITECH, ITAR, EU Data Protection 
regulations, and others provide a high standard 
for securing information from unauthorized 
users.  In an era where there are more ways to 
remotely access this information (I.e. tablets, 
laptops, remote connections, “cloud” storage) 
data security extends beyond the law firm’s 
firewall.

When clients need to transmit information, 
firms must be prepared with solutions capable 
of safely transferring large volumes of data.  
These points of transfer are often when data is 
most vulnerable, and law firms must be careful 
not to recommend methods of transmission 
that are not secure.  While e-mail transfers have 
historically been the norm, there are a number 
of factors that make this approach difficult to 
manage. Client and law firm e-mail servers 
routinely block or limit very large attachments.  
There is ample room for mistakenly sending 
this information to unwanted recipients as well, 
and even if the e-mail reaches its target 
properly, there is no way to ensure that a client 
or 3rd party vendor’s security meets the same 
standards as your law firm’s IT department.  
E-mail communications also do not necessarily 
provide enough protection for sensitive data, 
such as the need to encrypt communications 
containing Personal Health Information (PHI) 
when the law firm is functioning as a business 
associate of a covered entity.  

Law firms must provide one or more secure 
methods of transfer, such as Secure File 
Transfer Protocol (SFTP), which is capable of 
encrypting username and password information, 
as well as transferred data.  Publicly-available 
cloud storage solutions like Dropbox and 
Google Documents should be avoided despite 
the convenience that they provide.  These 
solutions are typically affiliated with a single 
attorney or administrative user and cannot be 
easily integrated into a firm’s records 
management policies. A law firm should provide 
clear policies restricting the use of these type 
of systems and provide reasonable alternatives, 
such as a firm-hosted cloud storage alternative.  
Firm management can ensure that this solution 
is used compliantly and conforms to firm 
security and confidentiality guidelines. Often, 
transmission of records on physical media, 

such as a DVD, CD, or hard drive is an attractive 
option. Files can be encrypted or password 
protected and integrated into firm-approved 
repositories once received from clients.  

It is essential that firms communicate with clients 
to understand what type of data is being provided 
as well as the volume and sensitivity of the 
information. These early communications cannot 
be a part of a passing conversation, and should 
instead be memorialized formally in engagement 
letters and business associate agreements.  
Lawyers need to think about how these client 
concerns affect not just the initial transmission 
of data, but also the long-term storage of this 
information.  Clients are increasingly likely to 
inquire about security protocols while performing 
requests for proposals, and often provide 
outside counsel guidelines to the law firm they 
select as counsel. Whether on an internal system, 
hosted in the cloud, or elsewhere, understanding 
what information you may receive from a client 
and how to maintain it securely is critical.  Often 
the client is the best resource to weigh in on the 
level of confidentiality and security their data 
requires, and should be involved with decisions 
such as whether their data will be externally 
hosted or be managed with increased security.

Cloud storage solutions have expanded to host 
everything from large client data collections to 
routine administrative data, sometimes without 
betraying the fact that information may be 
saved outside of the firm’s firewalls.  Many law 
firms have been reluctant to join the cloud 
storage movement because of concerns over 
their ownership of the data. While many of 
these issues can be addressed with strong 
vendor agreements and regular auditing of 
vendor security procedures, some outside 
regulations may make it difficult to store any 
data subject to these rules in the cloud. The 
International Traffic in Arms Regulations prohibits 
the export of sensitive defense-related information 
beyond U.S. borders, for instance, and personal 
health information protected by HIPAA requires 
access controls such as unique user identification, 
encryption, and mechanisms to record and 
examine system activity which the vendor may 
not provide.  

Law firms can and should manage the access 
points associated with client information stored 
in firm-approved repositories.  Hosted data 
used internally or exposed to clients through 
extranets in a system such as SharePoint can 
often be accessed from non-firm computers, of 
course.  Attorneys working remotely should only 
access client data through secure approved 
methods for remote access like a secure VPN 
or Citrix connection.  Client must be given clear 
guidance on how to access their data hosted 
by the firm and their usage should be monitored 
to ensure that activity meets firm expectations.  
Clients are increasingly willing to outsource the 
management of some of their important legal 

information to law firms, reducing internal staff 
and resources dedicated to this function.

One of the biggest risks associated with long-term 
management of client files is over-preservation.  
Many firms struggle to adhere to client retention 
policies and may hold discoverable information 
longer than the client might assume. Long-term 
maintenance of semi-active matters in practice 
areas such as Trust & Estates and Intellectual 
Property may have important financial and 
maintenance tasks associated with them.  
More and more firms are relinquishing the 
responsibility for long-term maintenance of these 
tasks and records back to their clients to avoid 
the risks of missed deadlines.

Every law firm should examine existing and 
potential repositories of data to understand the 
capabilities of each repository to protect client 
information. Often a data map of systems can 
document important details such as the volume 
of data being stored, security controls that are 
available, and the outside regulations that 
might affect data stored in each system.  
Administration of these systems may be 
governed by a firm’s IT department, but risk 
management considerations must be reviewed 
by a firm resource such as your General 
Counsel or Director of Loss Prevention.  The 
management of client records and information 
is an important and valuable service.  Law firms 
must be sure to lead this conversation in order 
to anticipate client needs and avoid reactive 
solutions that might meet client expectations 
on the surface while exposing important 
information to unnecessary risks.  Firms which 
are able to take their records and information 
management “services” to the next level may 
be dedicating more resources to managing 
client records, but are able to turn this into a 
competitive advantage while driving down 
long-term maintenance and storage costs and 
increasing attorney efficiency.  

 
Eric Mosca is the Director of Operations for 
InOutsource. He provides project management 
expertise to assist clients in every aspect of 
records management, including policy creation, 
program analysis and business process 
development. Eric is a Certified Records Manager 
and a member of ARMA International. He frequently 
lectures and contributes articles to industry 
publications on records management topics.

 


